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Packet Sniffer

A packet sniffer is a piece of software that can capture and log the packets that travel
over a network. They are also known as network analysers, protocol analysers or
packet analysers.

These tools help to give network administrators insight into what is happening across
their network, allow them to diagnose problems, and much more. While they have a
range of legitimate uses, these programs can also be abused in the form of sniffing
attacks.

An Example of packet sniffing software is Wireshark.

Wireshark

Wireshark is a software tool used to monitor the network traffic through a network
interface. It captures network packets in real time and displays them in human-
readable format. Wireshark is loved equally by system administrators, network
engineers, network enthusiasts, network security professionals and black hat
hackers.

Downloading and installing Wireshark is easy. Step one is to check the official
Wireshark download page for the operating system you need. The installation is
simple, and the basic version of Wireshark is free.

Capturing Packets

After downloading and installing Wireshark, you can launch it and double-click the
name of a network interface under Capture to start capturing packets on that interface.
For example, if you want to capture traffic on your wireless network, click your wireless
interface. You can configure advanced features by clicking Capture > Options.
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As soon as you click the interface’s name, you'll see the packets start to appear in real
time. Wireshark captures each packet sent to or from your computer system.


https://www.wireshark.org/download.html

If you have promiscuous mode enabled—it's enabled by default— you’ll also see all
the other packets on the network instead of only packets addressed to your network
adapter. To check if promiscuous mode is enabled, click Capture > Options and verify
the “Enable promiscuous mode on all interfaces” checkbox is activated at the bottom

of this window.
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Mo. Time Source Destinaton Protocol  Length  Info
2805 26.048486 fe80: : fdac:abb9:909.. zeBac ICMPve 86 Neighbor Solicitation 00b:dec4:b93d:eBac from 2c:
2806 26.053749 fe80: :8ccO:71ed:837.. teBac ICMPVE 86 Neighbor Solicitation 00b: decd:b93d:eBac from 2
2807 26.102625 fe80: :35df: 7b80:40e... ze8ac ICMPve 86 Neighbor Solicitation for fe80::900b:dec4:b93d:e8ac from 00:
| 2808 26.114824 10.22.64.113 uoP 60 2008 + 2008 Len=15
‘ 2809 26.114948 10.22.64.113 10.22.67.255 uop 60 2007 + 2007 Len=15
2810 26.114951 fe80::1469:cb21:468.. 02 DHCPVE 164 Solicit XID: @xebe62a CID: ©88100011acacc72d485649dd934
‘ 2811 26.149063 £f02 :e8ac ICMPVE 86 Neighbor Solicitation for fe80::900b:dec4:b93d:e8ac from 00:e0:4c:36:00:88
2812 26.183829 . ffo2 1eBac ICMPve 86 Neighbor Solicitation for fesf )00b: decd:b93d:e8ac from b8:ac:6f:3f:0a:48
| 2813 26.223251 10.22.64.113 10.22.67.255 uop 60 2008 » 2008 Len=15
‘ 2814 26.223251 10.22.64.113 10.22.67.255 uoP 60 2007 + 2007 Len=15
2815 26.232407 HewlettP_57:ba:58 Broadcast ARP 60 Who has 10.22.64.24? Tell 10.22.65.24
2816 26.250930 Cisco_04:09:e3 Broadcast ARP 60 Who has 10.22.64.53? Tell 10.22.64.1
| 2817 26.329960 fe80: :e8c2:16ec:ad2.. ff02::1:ffid:e8ac ICMPve 86 Neighbor Solicitation for fe80::900b:decd4:b93d:e8ac from 24:b6:fd:49:bf:99
‘ 2818 26.329963 10.22.64.113 10.22.67.255 uop 60 2008 + 2008 Len=15
‘ 2819 26.330141 10.22.64.113 10.22.67.255 uoP 60 2007 -+ 2007 Len=15
‘ 2820 26.333559 10.22.64.137 239.255.255.250 SSDP 217 M-SEARCH * HTTP/1.1
2821 26.369559 Dell _3f:0a:48 Broadcast ARP 60 Who has 10.22.64.134? Tell 10.22.64.87
2822 26.386763 10.22.564.164 10.22.67.255 NBNS 92 Name query NB WPAD<@0>

Frame 1434: 132 bytes on wire (1056 bits), 132 bytes captured (1056 bits) on interface \Device\NPF_(D25(B100-5B84-48A4-BCB6-27E43BE220F9), id 0
Ethernet TI, Src: HewlettP fe:55:5d (d0:bf:9c:fe:55:5d), Dst: IPvémcast_fb (33:33:00:00:00:fb)

Internet Protocol Version 6, Src: fe8@::4cf2:76b3:34ed:cad3, Dst: ff02::fb
User Datagram Protocol, Src Port: 5353, Dst Port: 5353
Multicast Domain Name System (response)
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Packets: 2822 - Displayed: 2822 (100.0%)

Frofile: Defoult



1- The menu: is used to start actions.

2- The main toolbar: provides quick access to frequently used items from the menu.
3- The filter toolbar: provides a way to directly manipulate the currently used
display filter.

4- The packet list pane: displays a summary of each packet captured. By clicking
on packets

in this pane, you control what is displayed in the other two panes.

5- The packet details pane: displays the packet selected in the packet list pane in
more detail.

6- The packet bytes pane: displays the data from the packet selected in the packet
list pane, and highlights the field selected in the packet details pane.

7- The status bar: shows some detailed information about the current program state
and the captured data.

The “packet list” pane

The packet list pane displays all the packets in the current capture file.

Ho, Time Source Destination Protocol  Length Info
318 2.497058 10.22.64.111 239.255.255.250 SSDP. 217 M-SEARCH * HTTP/1.1
319 2.511542 10.22.64.36 10.22.67.255 NBNS. 92 Name query NB WPAD<@0>
320 2.535437 18.22.64.35 239.255.255.250 SS0P 212 M-SEARCH * HTTP/1.1
321 2.566127 10.22.64.111 239.255.255.250 S50P 217 M-SEARCH * HTTP/1.1
322 2.600142 10.22.64.113 10.22.67.255 uoP 60 2008 » 2008 Len=15
323 2.6008142 18.22.64.113 10.22.67.255 uop 6@ 2007 + 2007 Len=15
324 2.601809 10.22.64.71 239.255.255.250 S5DP 217 M-SEARCH * HTTP/1.1
325 2.626423 18.22.65.7 239.255.255.258 SSDP 143 M-SEARCH * HTTP/1.1
326 2.628929 16.22.64.239 108.22.67.255 NBNS 118 Registration NB TUG<le>
327 2.833322 18.22.64.71 239.255.255.250@ SSDP 217 M-SEARCH * HTTP/1.1
328 2.652845 16.22.65.80 108.22.67.255 NBNS 92 Name query NB WPAD<®>
329 2.678536 HewlettP_57:ba:58 Broadcast ARP 6@ Who has 10.22.64.247 Tell 10.22.65.24
330 2.708081 16.22.64.113 10.22.67.255 uoP 60 2008 + 2008 Len=15
331 2.708250 18.22.64.113 10.22.67.255 uop 60 2007 + 2007 Len=15
332 2.717685 IntelCor_c5:68:84  Broadcast ARP 60 Who has 10.22.65.88?7 Tell 10.22.64.201
333 2.759130 18.22.64.81 10.22.67.255 NENS. 92 Name query NB WPAD<@@>
334 2.810308 10.22.64.47 239.255.255.250 SSDP 217 M-SEARCH * HTTP/1.1
335 2.816462 10.22.64.113 10.22.67.255 uoP 60 2008 + 2008 Len=15

The “packet details” pane

The packet details pane shows the current packet (selected in the “packet list” pane)
in more detail form.

Frame 18776: 60 bytes on wire (488 bits), 6@ bytes captured (488 bits) on interface \Device\NPF_{D25(B100-5B34-48A4-BCB6-27E43BE226F9}, id @
Ethernet II, Src: Micro-St_45:de:29 (44:8a:5b:45:de:29), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Internet Protocol Version 4, Src: 10.22.64.113, Dst: 10.22.67.255
v User Datagram Protocol, Src Port: 2008, Dst Port: 2008
Source Port: 2008
Destination Port: 2088
Length: 23
Checksum: 8x8192 [unverified]
[Checksum Status: Unverified]
[Stream index: @]
[Timestamps]
UDP payload (15 bytes)
Data (15 bytes)

The “packet bytes” pane

The packet bytes pane shows the data of the current packet (selected in the “packet
list” pane) in hex dump style.

ff ff ff ff ff ff 44 8a 5b 45 de 29 03 00 45 00 D- [E-)--E
00 2b 83 22 00 @@ 80 11 1f 84 @a 16 40 71 Ga 16 +-" (@q
43 ff 07 d8 @7 d8 @@ 17 81 92 42 43 20 31 30 6d C BC 10m

73 69 32 33 34 32 30 31 39 60 00 00 51234201 9



Filtering Packets

If you're trying to inspect something specific, such as the traffic a program sends
when phoning home, it helps to close down all other applications using the network
so you can narrow down the traffic. Still, you'll likely have a large amount of packets
to sift through. That's where Wireshark’s filters come in.

The most basic way to apply a filter is by typing it into the filter box at the top of the
window and clicking Apply (or pressing Enter). For example, type “dns” and you’ll see
only DNS packets. When you start typing, Wireshark will help you autocomplete your
filter.
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Mo. Time Source Destination Protocol  Length Info
T 385 5.248733 2681:1c@:cf@B:8961:.. 2681:1c@®:cTBB:8961:.. DNS 98 Standard quer|

386 5.249692 2601:1cB:cfBB:8961:.. 2601:1c@:cTBB:8961:.. DNS 98 Standard quer|
! 387 5.269967 2601:1c@:cfO@:8961:.. 2601:1co:cTOO:8961:.. DNS 118 Standard quer
< 388 5.278325 2601:1c@:cf@B:8961:.. 2601:1c@:cTBB:8961:.. DNS 186 Standard quer

Wireshark filters use key phrases, such as the following:

ip.addr Specifies an IPv4 address

ipv6.addr Specifies an IPv6 address

src Source - where the packet came from

dst Destination - where the packet is going

You can also use the following values:

&& Means “and,” as in, “Choose the IP address of 192.168.2.1 and 192.168.2.2"

== Means “equals,” as in “Choose only IP address 192.168.2.1"

! Means “not,” as in, do not show a particular IP address or source port



Example: let’s say you want to see packets that have only the IP address of
18.224.161.65 somewhere inside. You would create the following command line, and
put it into the Filter window: ip.addr == 18.224.161.65

Additional Filter Examples:

tcp.port==8080 Filters packets to show a port of your own choosing — in this case, port 8080
'(ip.src == 162.248.16.53) Shows all packets except those originating from 162.248.16.53
! (ipve.dst == Shows all packets except those going to the IPv6 address of 2607:f8b0:400a:15::b

ip.addr == 182.168.4.1 && Shows both 192.168.4.1 and 192.168.4.2

ip.addr == 182.168.4.2

http.request Shows only http requests — useful when troubleshooting or visualizing web traffic
Part 1:

1. From PC setup Wireshark, from capture menu select interfaces then a
list of network interfaces NIC will show, select the interface that
connected to the network you want to sniff.

2. Click start to start sniffing (analyse the packets) , in this case sniffing
tool will capture any packet and analyse it.

The analysis result of the sniffing tool depend on the packet that
captured and the protocol that create the packet , as an example if we
deal with ARP protocol then the data will only in the lower layer
(Physical, Data link , Network) and no other data because the ARP
protocol work over Network layer as shown in figurel ; another
example is DNS packet the data that will displayed is in all layers
(Physical ,Data link , Network , Transport, and Application).



Part 2:

Access http://www.techpanda.org/ then capture and analyze the login packets.

Example: Let we discuss an example of analysing a captured packet (DNS example) ; the
result of the analysing will displayed in the middle panel of the Wireshark :

1. The first layer displays the Physical layer data.

2. The second layer shows the MAC address for the sender and receiver if available
otherwise it gives the MAC of the gateway for the sniffed machine.

3. Third layer shows the Network layer, the data in this layer is packet: it contains the source
ip address and destination ip address, the internet protocol version i.e., IPv4 or IPv6,
checksum and other related information to this layer.

4. Next layer displays the Transport layer (TCP or UDP), it displays source and destination
ports and other related information.

5. The last thing is the upper layer protocols, this data in this layer depends on the protocols
that initialize the packet, as in our example the data here is related to DNS (Domain Name
Service), as shown in figures below.
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o, Time Source Destmation Protocol  Length  Info
140 1.165989 10.22.64.136 10.6.0.31 oS 82 Standard query @xb385 A edge-mqtt.facebook.com
141 1.166010 10.22.64.136 10.8.9.32 DHS 82 Standard query @xb385 A edge-mqtt.facebook.com
142 1.166358 10.0.0.31 10.22.64.136 Diis 122 Standard query response 8xb385 A edge-mgtt.facebook.com CNAME mqtt.cler.facebook.com A 157.248.196.24
144 1.167129 10.6.9.32 10.22.64.136 Dhis 82 Standard query response @xb385 Server failure A edge-mqtt.facebook.com

Frame 140: 82 bytes on wire (656 bits), 82 bytes captured (656 bits) on interface \Device\NPF_{D25(B100-5884-48A4-BCRG-27EA3BE220F0}, id @
Ethernet IT, Src: HP_8b:55:ac (Bd:@e:3c:8b:55:ac), Dst: Cisco BA:89:e3 (cc:90:70:04:09:e3)
Internet Protocol Version 4, Src: 18.22.64.136, Dst: 108.8.4.31
User Datagram Protocol, Src Port: 53676, Dst Port: 53
~ Domain Name System (query)
Transaction ID: @xb385
Flags: @x@100 Standard query

Authority RRs: @
Additional RRs: B

Queries

0008 cc 90 70 04 09 e3 04 Ge 3c 8b 55 ac [N 45 00 P PR -
80 44 o9 77 00 @9 20 11 00 00 Ba 16 48 B8 0a 88 Dw ']
@0 1f d1 ac @0 35 00 38 54 fe b3 85 01 60 00 01 50T

60 B0 BB 00 OB @0 09 65 64 67 65 2d 6d 71 74 74 e dge-mqtt
@8 66 61 63 65 62 6f 6f 6b 03 63 6f 6d 00 00 01 faceboo k-com
aa 81


http://www.techpanda.org/

