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Lab_work 1

dns use 5 layer (applecation layer)

M 7 Wi
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Am je I mREB a7 a5 ElaaadE

[W]dns

<
+

No. Time Source Destination Protocal Lengtl Info
9 @.209982 fdf7:c411:7178:0:29.. fdf7:c411:7178 DNS 101 standard query oxfsle A config.edge.skype.com
10 8.8183087 fdf7:c411:7178:8:a9.. fdf7:c411:7178 181 Standard query @x6e85 HTTPS config.edge.skype.com
13 8.015316 fdf7:c411:7178::1 fdf7:c411:7178 181 Standard query response @xf51@ Refused A config.edge.skype.com
14 8.016889 16.16.8.71 8.8.8.8 81 Standard query 8x6351 A config.edge.skype.com
15 8.017279 fdf7:c411:7178::1  fdf7:c411:7178:8:a9.. DNS standard query response @x6e@s Refused HTTPS config.edge.skype.com
16 ©.017780 fdf7:c411:7178:0:a9.. fdf7:c411:7178 DN 97 Standard query @xeb®7 A www.wireshark.org
17 @.e18830 fdf7:c411:7178:0:a9.. fdf7:c411:7178 Standard query @xac35 HTTPS www.wireshark.org
18 0.018287 10.10.8.71 8.8.8.8 Biis Standard query ©x9436 HTTPS config.edge.skype.com
o 8.8.8.8 c standard y T
26 0.026769 df7:c411:7178:0:0... fdf7:c411:7178 Standard query Ox2cf3 A www.wireshark.org
21 8.822767 fdf7:c411:7178::1 fdf7:c411:7178:8:a9.. DNS Standard query response @xeb87 Refused A www.wireshark.org
22 @.022767 fdf7:c411:7178::1 fdf7:¢411:7178:0:a9.. DNS Standard query response @xac35 Refused HTTPS www.wireshark.or
23 9.823869 19.10.8.71 8.8.8.8 DNS Standard query @x6722 A www.wireshark.org
24 9.023286 12.10.8.71 8.8.8.8 DNS Standard query @xd13c HTTPS www.wireshark.org
25 8.827717 fdf7:c411:7178::1 fdf7:c411:7178:8:a9.. DNS Standard query response @x2cf3 Refused A www.wireshark.org

6 0.02540 8 Standard query response @x6722 A waw.wireshark.org A 104.26.1

CNAME config.e com. trafficmanager.ne

Frame 18: 81 bytes on wire (648 bits), 81 bytes captured (648 bits) on interface \Device\NPF_- e3 af 27 34 03 00 45 B0
Ethernet II, Src: AzureWaveTec_e@:9d:e5 (34:6f:24:e@:9d:e5), Dst: Routerboardc_e3:af:27 (c4:a 16 @0 @@ 88 68 47 88 88
Destination: Routerboardc_e3:af:27 (cd:ad:34:e3:af:27) 71 @8 35 @8 el o2 @a el
Source: AzureliaveTec_e@:9d:e5 (34:6F:24:e8:9d:eS) ?3 :S 3: 33 g; g‘; ii g; e Skypz °:Z’mg :‘1
Type: IPva (exD560)
[Stream index: @]
Internet Protocol Version 4, Src: 10.10.8.71, Dst: B.8.8.8
User Datagram Protocol, Src Port: 64881, Dst Port: 53
Domain Name System (query)

<

@ 7 Domain Name System: Protocel Packets: 3429 . Displayed: 297 (8.7%) - Droppedk: 0 (0.0%) Profile: Default

arp use 3 layer (Network layer)
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dm i@ BRE Qe== @ Q& HkH

(A ]am

No. Time Source Destination Protocol Lengtl Info
1826 5.872624 52:ff:e@:2b:fd:87 Broadcast 6@ Who has 10.18.8.12 Tell 18.18.8.7@
1193 5.540644 da:79:d9:79:71:7@ Broadcast 6@ Who has 10.18.8.12 Tell 10.10.8.64
1201 5.848322 52:ff:e@:2b:fd: 87 Broadcast 68 Who has 18.18.8.12 Tell 18.18.8.78
1228 6.30589@ da:79:d9:79:71:7@ Broadcast 6@ Who has 10.10.8.1? Tell 10.10.8.64
1384 25.925166 ©6:0f:ba:20:08c:1c Broadcast Who has 108.18.8.1? Tell 10.10.8.55
1894 50.299857 Routerboardc_e3:af:.. Broadcast who has 10.1€.8.73? Tell 1€.10.8.1
1895 58.301385 Routerboardc_e3:af:.. Broadcast Who has 10.18.8.732 Tell 10.10.8.1
1988 58.911074 b6:eb:fd:b2:e6:68 Broadcast who has 10.18.8.12 Tell 10.18.8.73
2876 54.597212 Routerboardc_e3:af:.. Broadcast Who has 10.16.8.131? Tell 16.10.8.1
2119 59.812411 Routerboarde_e3:af:.. Broadcast Who has 10.10.8.131? Tell 10.10.8.1
2206 67.731556 Routerboardc_e3:af:.. Broadcast Who has 10.16.8.131? Tell 16.10.8.1
2329 78.556483 Routerboarde_e3:af: Broadcast Who has 10.10.8.142? Tell 10.10.8.1
2546 94.120982 Routerboardc_e3:af:.. Broadcast 60 Who has 10.10.8.131? Tell 10.10.8.1
2608 185.189192 Routerboarde_e3:af:.. Broadcast 6@ Who has 10.18.8.74? Tell 10.18.8.1
2601 105.189977 Routerboardc_e3:af:.. Broadcast 60 Who has 10.18.8.742 Tell 18.10.8.1
2628 186.000748 e6:83:87:a9:e6:22 Broadcast 68 Who has 18.18.8.12 Tell 18.18.8.74

Frame 1894: 6@ bytes on wire (480 bits), 60 bytes captured (482 bits) on interface \Device\NP £ £F ff £f £f af 27 68 06 08 01
Ethernet II, Src: Routerboardc_e3:af:27 (c4:ad:34:e3:af:27), Dst: Broadcast (ff:ff:ff:ff:ff:f 68 80 86 04 80 O af 27 @a @a €8 6l

Address Resolution Protocel (request) 33 gg 33 gg 33 33 gg gg e 08 00 00

<

@ 7 Address Resolution Protocol: Protocol Packets: 3429 - Displayed: 40 (1.2%) - Dropped: 0 (0.0%) Profile: Default




tcp use 4 layer (Transport layer)
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Telephony

Source Destination Protocol Lengtl Info

48.350232
48.451977
48.452

48.452269
48.452547

-+ 50
ication
icati

5603

3 [RST, ACK]

4.213.25.240
4.213.25.248
164.208.16.91

50862886 Data
56.882744
58.936588
51.118120
51.11812¢

9 51.118120

10.10.8.71
10.16.8.71

Application
49409 » 423
50039 + 443
Application
443

443 » 50039

Data

YN, ACK]
[SYN, ACK]

Frame 1879: 6@ bytes on wire (48@ bits), 60 bytes captured (488 bits) on interface \Device\NP!
v Ethernet II, Src: Routerboardc_e3:af:27 (cdiad:34:e3:af:27), Dst: AzurebaveTec_e0:9d:e5 (34:6

¥ Destination: AzureWaveTec_e@:9d:e5 (34:6f:24:08:9d:e5)

e 0 L + eere .v.. = LG bit: Globally unique address (factory default)

.8 ... .... ... .... =16 bit: Individual address (unicast)
Routerboardc_e3:af:27 (c 34:e3:afi27)

o ... . .. = LG bit: Globally unique address (factory default)
16 bit: Individual address (unicast)

~ sourc

PP T
Type: IPva (2x0888)
[Stream index: @]
Padding: 608000080000

Internet Protocol Version 4, Src: 216.239.32.223, Dst: 10.10.8.71

Transmission Control Protecol, Src Port: 443, Dst Port: 56038, Seq: 4697, Ack: 50687, Len: @

<

[SYN] Seq=8 Win=64248 Len=d MSS=1468 WS=256 SACK_PERM
[SYN] Seq=@ Win=65535 Len=@ MSS=1468 WS=256 SACK_PERM

Win=8192
Wi

[eco0 EZNAMEY <o od e5 c4 ad
@0 25 94 43 @0 0@ 01 @6
8 47 @l bb c3 76 68 ab
@3 5b 6 33 @@ 0@ oo 6o

34 e3 af 27 @3 0@ 45 50
15 ee ds ef 20 df ea oz
ds 20 70 dc 33 4c 5@ 10
o0 0 oo 00

@ 7 Specifiesif this is an individual (unicast) or greup (broadcast/mutticast) address (eth.dstig), 1 bit

Packets: 3429 - Displayed: 2412 (70.3%) - Dropped: 0 (0.0%) Profile: Defautt

Lab_work 2

[H Login | Personal Contacts Man= X | +

¢ @

A\ Not secure  techpanda.org

X

3} Verify it's you

New Chrome available §

Login | Personal Contacts Manager v1.0

[ Dashboard | Personal Contacts X +

C @ A Notsecure techpanda.org/dashboard.php

x

[n) @ verity its you

New Chrome available 3

rst Name Last Name

Mobile No

9823982898

Dashboard | Personal Contacts Manager v1.0

Email
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No. Time Source Destination Protocol Lengtl Info
73.421643 10.10.8.71 217.174.153.53 HTTP 553 GET / HTTR/1.1

73.626413 217.174.153.53 10.10.8.71 HTTP 736 HTTP/1.1 362 Found (text/html)

73.831939 217.174.153.53 16.10.8.71 HTTP 294 HTTP/1.1

[ 73.629910 10.10.8.71 217.174.153.53 HTTP 566 GET /dashboard.php HTTP/1.1

(text/html)

76.882474 10.10.8.71 217.174.153.53 612 GET /logout.php HTTP/1.1
77.213135 217.174.153.53 10.10.8.71 537 HTTP/1.1 382 Found
77.218654 10.10.8.71 217.174.153.53 611 GET /index.php HTTP/1.1

77.727143 217.174.153.53 16.10.8.71 1268 HTTP/1.1 3
5500 93.503159 10.10.8.71 213.244.74.210 165 GET /connecttest.
8802 93.596911 213.244.74.218 16.10.8.71 241 HTTR/1.1 268 OK

8875 109.927592  10.10.8.71 217.174.153.53 788 POST /index.php HTTP/1.1

116.139863  217.174.153.53 16.16.8.71 736 HTTR/1.1

(text/html)
txt HTTP/1.1
(text/plain)

(text/html)

10.10.8.71 217.174.153.53 637 GET /dashboard.php HTTP/1.1

116.385498  217.174.153.53 16.16.8.71 321 HTTR/1.1
123.714975  10.10.8.71 213.244.74.209 165 GET /connecttest.
213.244.74.209 16.10.8.71 241 HTTP/1.1 2

(text/html)
txt HTTP/1.1
(text/plain)

(application/x-wwi-form-urlencoded)

>

<

Frame 8199: 738 bytes on wire (5840 bits), 730 bytes captured (5848 bits) on interface \Devic
Ethernet II, Src: Routerboardc_e3:af:27 (cd:ad:3 :f:27), Dst: AzureaveTec_e@:0d:eS (34:6
Internet Protocol Version 4, Src: 217.174.153.53, Dst: 10.16.8.71

Transmission Control Protecol, Src Port: 8@, Dst Port: 50220, Seq: 1461, Ack: 500, Len: 676
[2 Reassembled TCP Segments (2136 bytes): #8198(1468), #8139(676)]

Hypertext Transfer Protocol

Line-based text data: text/html (22 lines)

<
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>

@ 7 wireshark_as i Wi-FiFOBHH3.pcapng

http use 5 layer (applecation layer)

Add post
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Adm 2@ RE Qe=5F &5 = QQQFEH

Frame (720 bytes) ~ Reassembled TCP (2136 bytes)

Packets: 9074 - Displayed: 22 (0.2%) - Dropped: 0 (0.0%)

Profile: Defautt

[ Trtp

Na. Time Source Destination Protocol Lengtl Info

53.247233 217.174.153.53 16.16.8.71 HTTP 1266 HTTP/1.1 260 OK

54.583360 10.10.8.71 23.196.96.159 HTTP 296 GET /MFEWTzBNMESWSTAIBEUrDEMCGZUABBSRXerFBeFeSWRRipTgTke JuMn71QQUaDTE67Y 7%2BF BRhvVE2BYXST1GXBTKICEA 4Pk

54.684289 10.10.8.71 213.244.74.209 HTTP 165 GET /connecttest.
16.10.8.71 HTTP 241 HTTP/1.1 268 OK
16.1 0CsP Respol

53.048888 10.10.8.71 217.174.153.53 HTTP 611 GET /index.php HTTP/1.1

)

xt HTTP/1.1
(text/plain)

217.174.153.53 HTTP POST /index.php HTTP/1.1 (application/x-www-form-urlencoded)
217.174.153.53 10.10.8.71 HTTP 2 nd (text/html)
16.10.8.71 217.174.153.53 HTTP GET /dashboard.php HTTP/1.1

217.174.153.53 16.10.8.71 HTTP 343 HTTP/1.1 3

(text/html)

61.857235 217.174.153.53 HTTP GET /contacts_editor.php?add=true HTTP/1.1

62.158522 10.10.8.71 HTTP 9 HTTP/1.1 260 OK

(text/html)

71.871944 5 217.174.153.53 HTTP POST /record-update.php2edit=truefid= HTTR/1.1

72.361540 16.10.8.71 HTTP HTTP/1.1 302 Fo

nd
72.366134 5 217.174.153.53 HTTP GET /dashboard.php HTTP/1.1

72.736578 217.174.153.53 10.10.8.71 HTTP 368 HTTP/1.1 268 OK

(text/html)

(application/x-ww-form-urlencoded)

>

<

+

Frame 998: 780 bytes on wire (6248 bits), 789 bytes captured (6248 bits) on interface \Device
Ethernet IT, Src: AzureWaveTec_e@:dd:e5 (34:6F:2 d:e5), Dst: Routerboardc_e3:af:27 (ca:a
Internet Protocol Version 4, Src: 10.10.8.71, Dst: 217.174.153.53
Transmission Control Protocol, Src Port: 58286, Dst Port: 88, Seq: 1, Ack: 1, Len: 726
Hypertext Transfer Protocol
HTML Form URL Encoded: application/x-www-form-urlencoded

Form item: "email" = “dadadfigmail.com”

Form item: "password” = "dsafdsawer”

<

57

3a

6e 64 6F 77 11a/5.8

TR/1.1
w.techpa
Connect
p-alive
~Length

he-Contr
-l

on/x-www
lencoded
e-Insecu
sts: 1

nt: Mozi
(Windows

>

-

O 7 viireshark_&us Wi-Fi2DZDH3.peapng

Packets:

1097 - Displayed: 28 (2.6%) - Dropped:

0(0.0%)

Profile: Default



Q1: Draw the OSI model, then show the types of data and address types at each layer.
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Q2.Create a command line to put it into the Filter window to get the following:

*  [NS packets with souce ip = 192.168.30.1

dns and ip.src==192.168.30.1 (xe (5! (33a3)

£ Capturing from &S WiFi

Fila Edit View Go Capturs Analyze Statistics Telephony Wirsless Tools  Halp
- @ R | R = LSS & & & 5 E

[ [ans analip.sre= = 192168.30.1

e, Time source Destinatian Protacel Lengtl info

shark_ 5 Wi-Fi7STIH3 peapng Packets: 10896  Displayed: O (0.0%) Brofile; Default

dns or ip.src==192.168.30.1 (ol aaf (38a5)

& Capturing from . Wi-Fi

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
@ RE Qa=ET &5 Q| K

[ dns ofip.sre==192.168.30.1

No. Time Source Destination Protacal Lengtl Info
T 6798 18.709882 fdf7:c411:7178:08:29.. fdf7:c411:7178. DNS Standard query @x47b2 A login.microseftonline.com
H 6791 18.710011 fdf7:c411:7178:8:a9.. fdf7:c411:7178 DNS 185 Standard query @x8e6c AAAA login.microsoftonline.com
<L 6794 18.712173 fdf7:c411:7178::1 fdf7:c411:7178 DNS Standard query response @x47b2 Refused A login.microsoftonline.com
6795 18.712360 10.10.8.71 8.8.8.8 DNS Standard query @x47b2 A login.microsoftonline.com
6796 18.715551 fdf7:c411:717 fdf7:c411:7178 DNS Standard query response @x8e6c Refused AAAA login.microsoftonline.com
6797 18.715813 10.16.58.71 DHS Standard query @xbefc AAM login.microsoftonline.com
18.791653 5 c 319 Standard query 3 m CNAME ak.privatelink
18834851 S 9 Standard query response Bx@efc AMAA o .msidentity. private
28.549823 fdf7:c411:7178:8:a9.. fdf7:c411:7178 Standard query 8x7756 A www.msftconnecttest.com
20.549426 fdf7:c411:7178:0:29.. fdf7:c411:7178 Standard query @x@101 AAAA www.msTtconnecttest.com
28.551738 fdf7:c411:7178::1 fdf7:c411:7178 Standard query response @x7756 Refused A www.msftconnecttest.com
20.551991 12.10.8.71 8.8.8.8 Standard query @x7756 A www.msTtconnecttest.com
28.552959 fdf7:c411:7178::1 fdf7:c411:7178 Standard query response 8x8181 Refused AAAA www.msftconnecttest.com
Standard query @x@181 AAAA www.msTtconnecttest.com
3 Standard
standard query

6798: 105 bytes on wire (848 bits), 105 bytes captured (848 bits) on interface \Device 82 c5 48 17 c9 bs 34 6f 24 e@ 9d e5 86 dd 60 @8
Ethernet II, Src: AzureWaveTec_e@:9d:eS (34:6f:24:e0:9d:e5), Dst: ZoweeTechnol_17:c9:b8 (8@:c! 07 eb 8@ 33 11 40 fd f7 c4 11 71 78 8@ 00 a9 0a 3@
Internet Protocol Version 6, Src: fdf7:c411:7178:0:308a:e884:d33c:fe88, Dst: fdf7:c411:7178 i 5 _:E e ﬁ#
User Datagram Protocol, Src Port: 61197, Dst Port: 53 e o 00 o onms b et o Togin
o Togh el ve el e 1) of 6d 69 63 72 6f 73 6Ff 66 74 6f 6e 6c 69 6e 65 -microso ftonline
03 63 6F 6d 66 6 61 60 O1 com

<

@ 7 vireshark_aSui Wi-Fi7STH3 peapng Packets: 11649 . Displayed: 358 (3.1%) Profile: Default




e All packets except the packets with ip = 192.168.30.1

M s WicR
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dm e IBRAB e Qe dh]

|1(\p‘51(==192‘1683{)‘1 and ip.dst==192.168.30.1 )

No. Time Source Destination Protocol Lengtl Info
1 9.006080 10.10.9.254
2 9.001787
3 9.005006

4 0.006333

0.0.0.8

443 » 51245
6 Application Data
"

213.244.74.83 5 uop
57.144.244 TLSV1.2

51245 » 443

Application Data

Application Data

443 » 51245

443 » 51245

51245 - 443
1274 443 > 51245

11 0.911984
12 0.013€41

224.0.8.251 MDNS 127 Standard query @x886@ ANY Android-18@.local,

fes: :efaf:7848:91d.. b HDNS 147 Standard query @x8068 ANY Android-18@.local,
255.255.255.255 DHCP 342 DHCP Discover - Transaction ID @xee736ae7

:7848:91d., ICMPvE 118 Multicast Listener Report Message v2

"Q{" question ANY Android-18@.local, "QM" question A 18.18.9
"Q{" question ANY Android-18@.local, "QM" question A 18.18.9

Frame 6790: 185 bytes on wire (848 bits), 185 bytes captured (840 bits) on interface \Devicel
Ethernet II, Src: AzureWaveTec e@:9d:e5 (34:6f:24:e8:9d:e5), Dst: ZoweeTechnol 17:c9:b8 (B8:c
Internet Protocol Version 6, Src: fdf7:c411:7178:0:a90a:e884:d33c: fedB, Dst: fdf7:ca11:7178::
User Datagram Protocol, Sre Port: 61197, Dst Port: 53

Domain Name System (query)

<

ax
ax
536
login
microso ftonline
com

@ 7 viireshark & Wi-Fi7STH3peapng

Packets: 12633 - Displayed: 12633 (100.0%) - Dropped: 0 (0.0%)

Profile: Default

e Display http packet or DNS packet with scurce ip =

192.168.30.4

(http or dns ) and (ip.src==192.168.30.2 && ip.ds

M s WiFi
File Edit View Go GCepture Analyze Statistics Telephony Wircless Tools Help

Am g e R&e= 3= aQ Q& oL

192.168.30.2 and destination ip =

==192.168.30.4)

Source Destination Protocol Lengtl Info




Q3: Capture packets in wireshark, and show me the details of layers. Please put your screenshot

5 layer mss=)DNS

M S Wi
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
dm 2@ RE R e=E = Qe |

[WTans

«
+

No. Time Source Destination Protocol Lengtl Info
679@ 18.709882 fdf7:c411:7178:0:a9.. fdf7:c411:7178 DNS 185 Standard query @x47b2 A login.microseftonline.com
6791 18.710011 fdf7:c411:7178:0:a9.. fdf7:c411:7178 DNS 185 Standard query @x8e6c AAAA login.microsoftonline.com
6794 18.712173 fdf7:c411:7178::1 fdf7:c411:7178 @9.. DNS Standard query response @x47b2 Refused A login.microsoftonline.com
6795 18.712360 10.10.8.71 8.8.8.8 B Standard query ©x47b2 A login.microseftonline.com
6796 18.715551 fdf7:c411:7178::1 fdf7:c411:7178:08:29.. DNS Standard query response @x8e6c Refused AAAA login.microsoftenline.com
6797 18.715813 10.10.8.71 DHS Standard query @xPe6c AMMA login.microsoftonline.com
18.791653 .8.8. -10.8. Standard query @x47b2 A login.microsoftonline.com CNAME login.mso.msidentity.com CNAME ak.private
18.834851 8.5.8.8 10.8.71 9 standard guery response @ c AAAA login.microsoftenline.com CNAME login.mso.msidentity.
28.549823 fdf7:c411:7178:8:a9.. fdf7:c411:7178 Standard query 8x7756 A www.msftconnecttest.com
20.549426 fdf7:c411:7178:0:29.. fdf7:c411:7178 Standard query @x@101 AAAA www.msTtconnecttest.com
28.551738 fdf7:c411:7178::1 fdf7:c411:7178: Standard query response @x7756 Refused A www.msftconnecttest.com
20.551991 18.10.8.71 8.8.8.8 Standard query @x7756 A www.msTtconnecttest.com
28.552959 fdf7:c411:7178::1 fdf7:c411:7178:8:29.. DNS Standard query response @x8181 Refused AAAA www.msftconnecttest.com
7 DNS Standard query @x0101 AAAA www.msftconnecttest.com
- Standard Y Bx0101 AAAA

Standard query

Frame 6795: 85 bytes on wire (680 bits), 85 bytes captured (680 bits) on interface \Device\P

Ethernet II, Src: AzureWaveTec e@:9d:e5 (34:6f:24:e@:9d:e5), Dst: Routerboarde_e3:af:27 (cA:a

Internet Protocol Version 4, Src: 10.10.8.71, Dst: B.8.8.8

User Datagram Protocol, Src Port: 61197, Dst Port: 53 1 ogin-mic

. 63 6f 60 rosofton line-com
Domain Name System (query) 6 \ 7&_)(’

M s Wik
File Edit View Go Capture Analyze Statistics Telephony Wircless Tools Help

BRE § @S Qa8 Hk

Source Protocol Lengtl Info
GET /connecttest.txt HTTP/1.1

7528 42.231442 192.168.30.1

7336 42.245126 6 16.10.8.71

7338 42.273381 192.168.30.1 GET /mikrotik_logo.png HTTP/1.1
7339 42.275193 b 192.168.30.1 GET /winbox.png HTTR/1.1

7347 42.289388 192.168.30.1 GET /console.png HTTP/1.1

7354 42.290810 8 192.168.36.1 GET /green.png HTTR/1.1

7355 42.290931 192.168.30.1 GET /license.png HTTP/1.1

7356 42.291669 g 192.168.36.1 GET /help.png HTTP/1.1

Frame 6927: 165 bytes on wire (1320 bits), 165 bytes captured (1326 bits) on interface \Devic E
Ethernet II, Src: AzurewWaveTec_ee:9d:es (34:6f:2: d:e5), Dst: Routerboardc_e3:af:27 (c4:a Xt

Internet Protocol Version 2, Src: 18.18.8.71, Dst: 213.244.74.21@ 10-e2p
Transmission Control Protecol, Src Port: 52573, Dst Port: 8, Seq: 1, Ack: 1, Len: 111 T /eonne

H text Tr F Prot: 1 i
iypertext Transfer Protoce: nection:

User-Age
asoft NC
: w.ms
ftconnec ttest.co
m

M S WicFi

File Edit View Go Capture Analyze Statistics Telephony Wircless Tools Help
A m @ ERE R e= &5EaaaB@H
(A ]are

No. Time Source Destination Protocal Lengtl Info
5.072624 52:FF: : Broadcast 60 Who has 16.10.8.1? Tell 10.10.5.70
5.540644 71:70  Broadcast Who has 10.10.5.17 Tell 10.10.5.64
5.848322 fd:87  Broadcast Who has 18.10.8.12 Tell 10.10.8.70
6.305890 @9:79:71:70  Broadcast Who has 10.10.5.17 Tell 10.10.5.64
25.925166 ba:20:6c:lc  Broadcast Who has 16.10.5.12 Tell 10.10.8.55

_e3:af Who has 10.10.8.737 Tell 10.10.8.1

50.301305 Routerboardc_e3:af:.. Broadcast wWho has 10.10.8.73? Tell 10.10.8.1
b6:cb:fd:b2:26:68  Broadcast Who has 16.10.5.12 Tell 10.10.8.73
Routerboardc_e3:af:.. Who has 10.10.5.1312 Tell 10.10.8
Routerboardc_e3:af:.. Who has 10.10.5.1312 Tell 10.10.8
Routerboardc_e3:af:.. who has 10.10.5.131? Tell 10.16.5
Routerboardc_e3:af Who has 10.10.5.1422 Tell 10.10.8
Routerboardc_e3:af. Who has 16.10.5.1312 Tell 10.10.8
Routerboardc_e3:af. who has 10.10.5.74% Tell 10.10.8.1
Routerboardc_e3:af:.. who has 10.10.5.742 Tell 10.16.8.1

2628 ©6:03:87:29:26:22  Broadcast Who has 10.10.5.17 Tell 10.10.5.74

Frame 1894: 60 bytes on wire (48@ bits), 66 bytes captured (48@ bits) on interface \Device\NP Bt 5 @6 oe o1
Ethernet IT, Src: Routerboardc_e3:af:27 (c4:ad:34:e3:af:27), Dst: Broadcast (ff:ff:ff:ffiff:fi 08 00 06 ea @a 05 01

Address Resolution Protocol (request) e o0 20 )

<

@ 7 Address Resolution Protocol: Protocol Packets: 3429 . Displayed: 40 (1.2%) - Dropped: 0 (0.0%) Profile: Default
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]
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I

udp Destination

Ff82::fb
fdf7:c411:7178
fdf7:c411:7178
fdf7:c411:7178
8.8.8.8
fdf7:c411:7178:0:a9.

No. Source

feB0::9ca3: 78Ff:fea..
fdf7:c411:7178:0:29..
fdf7:c411:7178:0:a9...
fdf7:c411:7178::1
10.10.8.71
fdf7:c411:7178::1
10.10.8.71

Protocol Lengtl |
MDNS 887
DNS 1e3
DNS 183
DNS 1e3
DHS 83
DNS 1e3
DHS

o udpep
udpencap
udplite

[ 23
[ 26
6918 28.551738
6919 20.551991
6920 20.552959
6921 20.553217

9.

6934 20.684729
6935 20.686121
6938 21.067845
6939 21.008121
6948 21.008221
6941 21.008286

2 5

224.8.0.251
ffez::fb

57.144.244.1
57.144.244.1
57.144.244.1

139
708
1287
1292
227

fes0::7786:2357:9ea..
10.16.8.71
10.10.8.71
10.16.8.71

Standard
Standard
Standard
Standard
Standard
Standard
Standard

Standard
standard
50813
50013
50013

Info

query
query
query
query
query
query
query

query.
query.
> 443
+ 243
- 443
+ 443

response @xB888 TXT, cache flush PTR _mi-connect._udp.local PTR {"nm":"Redmi Note 10 Pro
@x7756 A www.msftconnecttest. com

@xB161 AAAA waww.msFtconnecttest.com

response @x7756 Refused A www.msftconnecttest.com

@x7756 A www.mstconnecttest.com

response @x@101 Refused AAAA www.msftconnecttest.com

@xB161 AAAA www.msftconnecttest.com

r 775 m
@xB848 PTR _googlecast._tcp.local, "QM" que:
@x0e43 PTR _googlecast._tcp.local, "OM" question PTR _674A0243._sub._googlecast._tep.loc

E n
stion PTR _674A8243. sub._googlecast._tcp.local,

al,.

v Ethernet IT, Src: Routerboardc_e3:af:27 (cd:ad:34:e
Destination: AzureWaveTec_e@:9d:e5 (34:6F:24:28:9d:e5)
Source: Routerboardc_e3:af:27 (c4:ad:34:e3:af:27)

Type: IPva (@x9800)

[Stream index: 4]
Internet Protocol Version 4, Src: 8.8.8.8, Dst: 10.18.8.71
User Datagram Protocol, Src Port: 53, Dst Port: 57677
Domain Name System (response)

<

Frame 6923: 227 bytes on wire (1816 bits), 227 bytes captured (1816 bits) on interface \Devic
:af:27), Dst: AzureWaveTec_e@:9d:e5 (34:6

- msftc
onnectte st com
nesi-geo

traffic
manager H
P

net
wne-msT

tnesi-co meedgesu

"
g2 akama

@ 7 User Datagram Protocol: Protocol

Packets: 12633 - Displayed: 10294 (31.5%) - Dropped: 0 (0.0%)

Profile: Default

M 7 Wi
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

dnje IDRBe==FasEEaaasm

[ rep

Destination
20.190.177.34
26.196.177.84
57.144.244.145
16.10.8.71

Protocal Lengtl
TCP 54
TCP

TLSV1.2

TCP

TLSv1.2
TLSv1.2

TCP

TLSv1.2

TCcP

Source
10.10.8.71
10.16.8.71
10.10.8.71
57.144.244.145
57.144.244.145
10.16.8.71
10.10.8.71
57.144.245.134
10.10.8.71
10.10.8.71
213.244.74.218
10.10.8.71
10.16.8.71

No. Time

19.353504
19.421852
19.723486
19.883761
19.978765
19.981242
20.028596
26.172893
20.219250
20.616192
26.626314
20.626429
28.626753

6902
6

6918
6911
6912
6914
6915
6924
6925
6926
6927

6928

57.144.244.145
10.10.8.71

57.144.245.134
213.244.74.210
16.10.8.71

213.244.74.210
213.244.74.210

Info

52572 > 443
52572 » 443
Application
443 » 52541
Application
Application
52541 + 443
Application
52554 443

52573 > 8@ [SYN]
66 80 - 52573 [SYN,
52573 > 8@ [ACK]
GET /connecttest

[ACK] Sex
[RST, ACK]
Data

[ACK] S
Data

Len=0
q=2516

6 Ack=59

9 Ack=51 Hin-258 Lei
@ Ack=72 Win-1839 Len-o
Seq=0 Win=64240 Len=0 MSS=1460 WS=256 SACK_PERM
ACK] Seq=8 Ack=1 Win=
Ack=1 Win=65536 Len=0
txt HTTP/1.1

80 > 52573 [ACK]

HTTP/1.1

80 > 52573 [FIN,

K (text/plain)

ACK] S

Frame
Ethernet IT, Src: AzureWaveTec_e@:9d:e5 (34:6F:24:
Destination: Routerboardc_e3:af:27 (cd:ad:34:e3:af:27)
Source: AzureWaveTec_e@:9d:e5 (34:6F:24:e8:9d:e5)
Type: TPvaA (6x0868)
[Stream index: 4]
Internet Protocol Version 4, Src: 10.10.3.71, Dst: 213.244.74.210
Transmission Control Protocol, Src Port: 52573, Dst Port: 88, Seq: @, Len: @

<

6924: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface \Device\NP
:9d:e5), Dst: Routerboardc_e3:af:27 (c4:a

ad 34 e3 af 27 34 6F

34 6e £9 40 @2 80 06

d2 cd 5d @0 52 83 68

fo @c 86 09 00 02 64
04 82

24 e@ 9d e5 @8 @@ 45 80
58 c3 @a @a @8 47 d5 4
€3 6b @0 89 60 00 80 B2
@5 b4 @1 @3 @3 08 el el

@ 7 Tansmission Control Protocok: Protocol

Packets: 12633 . Displayed: 1883 (14.9%) - Dropped: D (0.0%)

Profile: Default




